Abstract-In this paper, we study a novel approach to eavesdrop the messages of suspicious users for a surveillance purpose. In particular, we consider a scenario in which the legitimate monitor can act as a jamming source and a decode-and-forward relay station that can force the suspicious users to reveal their exchanged messages. Accordingly, the power allocation policies for the jamming signal of the legitimate monitor subject to deterministic and non-deterministic interference channels are considered. On this basis, we derive a closed-form expression for the successful eavesdropping probability to evaluate the system performance. More importantly, our results reveal that the successful eavesdropping probability of the non-deterministic interference channel from the legitimate monitor to the suspicious receiver outperforms the one of the deterministic interference channel.
I. INTRODUCTION
Recently, wireless security has received a lot of research attention. In particular, physical layer security has emerged as a promising approach to protect the communications confidentiality against eavesdroppers [1] - [3] . Accordingly, secrecy capacity has been proposed as a metric to quantify the security of a wireless system. This metric is based on the fact that if the main channel is better than the wiretap channel, the transmitter can exchange secure messages with the intended receiver at a non-zero secrecy rate [1] . In other words, the secrecy capacity is defined as the maximum achievable rate from the transmitter to the legitimate receiver minus the rate obtained by the eavesdropper listening over the wiretap channel [4] . As an extension of [1] , the works in [5] - [10] have investigated the physical layer security for various wireless fading channels.
To reduce the information leakage due to an eavesdropper and to analyze the security performance of wireless systems, many works have studied the malicious active eavesdropping attacks in the wireless physical layer security literature [11] - [16] . It is noted that almost all existing works often consider the eavesdropping process as illegitimate attacks, and the eavesdropping process is prohibited from a national security point of view. Thus, there is not many research focusing on the improving the eavesdropping performance. However, in reality, the eavesdropping process is useful to discover the information exchange between suspicious users such as criminals and terrorists who may use smartphones for their communication. Hence, there are more and more demands for government agencies to control and legitimately eavesdrop suspicious wireless communications. In light of this notion, the most recent work reported by Jie Xu et al. [17] , has presented a new approach to eavesdrop suspicious users over Rayleigh fading channels. Following this approach, the legitimate monitor (LM) sends jamming signals with optimized power control to moderate the suspicious communication. Accordingly, the LM can achieve the maximum average eavesdropping rate. However, Jie Xu et al. only consider the context of a single hop communication for the eavesdropping process. The impact of self-interference, deterministic, and non-deterministic interference channels from the LM to the suspicious receiver (SR) have not been studied.
Inspired by all of the above, in this paper, we analyze the performance of a legitimate eavesdropping model in which the power control of the LM is subject to deterministic and non-deterministic interference channels. Further, the LM can control the jamming signal to attack the suspicious user (SU) so that the LM and legitimate eaversdropper (LE) can improve the eavesdropping capability. Given these settings, main contributions of this paper are summerized as follows:
• Two power allocation policies with respect to the deterministic and non-deterministic interference channel for the jamming signal of the LM are obtained.
• A closed-form expression for successful eavesdropping probability is calculated to analyze the legitimate eavesdropping performance.
• Our numerical examples indicate that the nondeterministic interference channel between the legitimate monitor and suspicious receiver is an important factor to improve legitimate eavesdropping performance. The remainder of this paper is organized as follows. In Section II, the system model, assumptions, and problem statement for the legitimate eavesdropping process are introduced. In Section III, the power allocation policies for the jamming signal of the LM are formulated. On this basis, a closed-form expression for the successful eavesdropping probability is derived. In Section IV, numerical results and discussions are provided. Finally, conclusions are given in Section V.
II. SYSTEM MODEL
In this section, the system model, channel assumptions, and problem formulation are provided.
A. System Model and Channel Assumptions
Let us consider the system model shown in Fig. 1 in which the LM tries to exploit the message exchange between the suspicious transmitter (ST) and SR. The eavesdropping message from the ST is then forwarded to the LE over a dedicated channel. In the considered context, the ST and SR may be devices of criminals or terrorists while the LM and LE may be drones, unmanned aerial vehicle (UAV), or smartphones which are equipped for soldiers in the battle field. We assume that the ST, SR, and LE have a single antenna, while the LM is a full-duplex device equipped with three antennas. The first antenna is used to send the jamming signal, the second antenna is used to eavesdrop the message from the ST, and the third antenna is used to broadcast the decoded message to the LE. The channel gains of the ST→SR, ST→LM, LM→LE links are denoted by h, g 1 , and g 2 , respectively. The channel gains of the LM→LM, LM→SR, and LM→LE interference links are denoted by f 0 , f 1 and f 2 , respectively.
We consider two cases of LM→SR interference links as follows:
• The channel gain f 1 of the LM→SR interference link is a deterministic variable and known at both the LM and SR.
• The channel gain f 1 of the LM→SR interference link is a non-deterministic variable, i.e, f 1 is an exponentially distributed random variable (RV) and LM and SR only know the channel mean gain of the LM→SR interference link. Without loss of generality, we assume that the channel gains are exponentially distributed RVs which are constant during transmission of one message, but they may be independently changed thereafter. Accordingly, the probability density function (PDF) and cumulative distribution function (CDF) of channel gains are given, respectively, as follows:
where RV X refers to the channel gain, and Ω X = E[X] is the channel mean gain.
B. Problem Formulation
As modern wireless SU devices may be equipped with advanced techniques such as cognitive radios [18] , they can adjust their transmit power according to the change of radio environment, e.g., interference and channel state information (CSI). In light of this, the LM can generate a reasonable jamming signal to the SR such that the ST must increase its transmit power to guarantee quality of service (QoS) for the SU communication. Accordingly, the LM can utilize this behavior to better overhear the message of the ST over the legitimate eavesdropping link ST→LM. If the LM can decode the ST message successfully, then the LM immediately forwards the decoded message to the LE. More specifically, the achievable rate of the ST→SR suspicious link under the effect of a jamming signal can be given by
where P ST and Q J are the transmit power of the ST and the power of the jamming signal generated by the LM, respectively. Further, symbols B and N 0 denote the system bandwidth and noise power, respectively. Here, the QoS for the SU communication can be expressed in terms of the outage probability constraint as follows:
where r 0 and 0 are outage target rate and outage probability constraint of the SR, respectively. Further, the transmit powers of the ST and LM are in practice subject to a maximum power constraint as follows:
For the legitimate eavesdropping process, the achievable data rate of the LM over the eavesdropping link ST→LM can be formulated as
where f 0 is the self-interference channel gain of the LM. Symbol α is the interference cancellation efficiency coefficient of the LM, which depends on the interference cancellation technique of the LM, 0 ≤ α ≤ 1. If α = 0, the LM can perfectly cancel the interference. On the other hand, if α = 1, the LM cannot cancel any interference. Whenever the LM decodes the eavesdropping message successfully, it forwards the decoded message to the LEs over a dedicated security channel. Here, the LE also suffers from interference due to the jamming signal of the LM, but this can be reduced by using advanced interference cancellation techniques. The achievable data rate of the LM→LE link can be expressed as
where
is the transmit power of the LM used to forward the message to the LE, and 0 ≤ β ≤ 1 is the interference cancellation efficiency coefficient.
The legitimate eavesdropping process is successful, only if the eavesdropping message is decoded successfully at the LE via the help of the LM. Here, the LM acts as a relay and active jamming station to help the eavesdropping process of the LE. Further, we define the successful legitimate eavesdropping probability to quantify the system performance as follows:
where r 1 is the outage target rate of legitimate eavesdropping process.
III. PERFORMANCE ANALYSIS
In this section, we first derive the power allocation policies for the jamming signal, and then analyze the successful legitimate eavesdropping probability.
A. Power Allocation Policy for Jamming Signal
The power Q J of the jamming signal is an active noise source to reduce the achievable data rate of the SR (see (3)). On the other hand, the ST must increase its transmit power P ST to deal with the interference and then improve the performance. Thus, if the LM causes too much interference to the SR such that the ST cannot adjust its transmit power to satisfy its outage probability constraint, the SU will stop communicating and the legitimate eavesdropping process fails. To not cause severe interference to the SR, the LM needs to adjust the power of the jamming signal to satisfy the outage probability constraint given in (4), i.e,
where γ th = 2
, and Q 0 = QJ N0 . Depending on the CSI of the LM→SR interference link, the power allocation for the jamming signal can be presented as follows.
1) Deterministic Interference Link from the LM to the SR:
In this case, the SU knows exactly the CSI of both the LM→SR interference link and ST→SR communication link. As f 1 is deterministic, (10) can be rewritten as follows:
After some basic manipulations of (11), we obtain
where Q 1 is the initial transmit power of the jamming signal for a given P ST . Whenever the ST can adjust its transmit power to adapt to the jamming signal and to guarantee its QoS, the LM can further increase Q J . However, the LM must stop increasing transmit power of the jamming signal when the ST reaches the maximum value P ST = P max ST . Accordingly, the transmit power of the jamming signal should satisfy the following constraint:
. (13) In other words, the range for the transmit power of the jamming signal is given as follows:
B. Non-deterministic Interference Link from LM→SR
Let us commence by considering the following property. 
has the CDF given by
Proof. See [19] or [20] .
When the channel gain f 1 is an exponentially distributed RV with mean Ω f1 , the outage probability constraint in (10) can be obtained by using (16) as
After some mathematical manipulations, we obtain an expression for the power of the jamming signal as follows:
Although the ST can adapt its transmit power P ST according to the channel conditions and interference, it cannot increase the power higher than the maximum value P max ST . Further, the right hand side of (18) is a monotonically increasing function with respect to P ST . Thus, the range for the Q J is obtained as
where Ξ is defined as
C. Successful Legitimate Eavesdropping Probability
By substituting (7) and (8) into (9), we can rewrite the successful legitimate eavesdropping probability as follows:
where Q J is the power of the jamming signal given in (19) . With the help of (16), we obtain closed-form expressions of T 1 and T 2 as follows:
where θ th = 2
Finally, substituting (23) and (24) into (21) yields a closed-form expression for the successful legitimate eavesdropping probability.
IV. NUMERICAL RESULTS
In this section, we provide numerical examples for the two power allocation policies of the jamming signal, and then examine the performance of the considered system. The following system parameters are used for both analysis and simulation:
• System bandwidth: B = 5 MHz.
• Outage target rates: r 0 = r 1 = 64 kbps.
• Outage probability constraint: 0 = 0.01. of the ST for deterministic and nondeterministic interference link, respectively. Clearly, to force the ST to increase its transmit SNR γ ST , the LM must increase the transmit SNR γ J of the jamming signal. However, for the same region of the ST transmit SNR [0, 5] dB, the demand for the transmit SNR of the jamming signal for the deterministic interference link is always higher than the one of the nondeterministic interference link. To make this statement more clear, we observe the case Ω h = 1 in both Fig. 2 and 3 . Clearly, the transmit SNR of the jamming signal must increase from −9 dB to 4 dB to keep the transmit SNR of the ST in the range of [0, 5] dB (see Fig. 2 ). On the other hand, the transmit SNR of the jamming signal only needs to increase from −30 dB to −16 dB to keep the transmit SNR of the ST in the range of [0, 5] dB (see Fig. 3 ). In other words, the LM only needs Furthermore, the results shown in these figures reveal that when the channel mean gain of the SU increases, e.g. Ω h = 1, 2, 3, the LM needs more transmit SNR for the jamming signal to keep the transmit SNR of the ST at the same level, e.g., γ ST = 0 dB. This can be explained by the fact that the SU only needs to use a small amount of power to maintain its QoS when the ST→SR link is in a good condition. Thus, the LM requires a high power level for the jamming signal to generate sufficient interference to the SR. Fig. 4 shows the successful eavesdropping probability as a function of the ST transmit SNR. Clearly, we can see that the simulation matches very well with the analysis in all cases of channel mean gains from the ST→LM link and LM→SR link. Further, the successful eavesdropping probabilities for the deterministic and non-deterministic interference links are the same as the transmit SNR of the ST is below −1 dB, i.e, Fig. 4 . Successful eavesdropping probability for the jamming signal versus the ST transmit SNR. The black markers show results for the deterministic interference link LM→SR, while the white markers express results for the non-deterministic interference link LM→SR.
γ ST ≤ −1 dB. However, in the high transmit SNR regime of the ST, i.e., γ ST ≥ −1 dB, the successful eavesdropping probability for the non-deterministic interference channel is better than the one of the deterministic interference channel. This can be explained by the fact that it is difficult for the SU to estimate the CSI for the non-deterministic interference channel. Hence, the ST needs to keep a high power level to maintain the QoS. In other words, the jamming signal of the LM forces the ST to increase its transmit power to enhance the performance of the SR. The LM utilizes the increasing transmit power of the ST to easily decode the eavesdropping messages. Further, we can also see that when the channel mean gain of the eavesdropping link ST→LM reduces from Ω g 1 = 0.5 to Ω g1 = 0.01, the successful eavesdropping probability reduces significantly. Obviously, the eavesdropping process is seriously degraded if the ST→LM link is in bad condition.
V. CONCLUSIONS
In this paper, we have considered a new approach for a legitimate eavesdropping process by using a jamming signal. In particular, the LM can generate jamming signals to proactively attack the communication of the SU and then utilize an adjustment of the transmit power of the ST to enhance the legitimate eavesdropping performance. Power allocation policies for the jamming signal under deterministic and nondeterministic interference channel have been formulated. A performance analysis in terms of successful eavesdropping probability for the considered system model has been conducted. Our numerical examples indicate that when the channel between the LM and SR is non-deterministic, the demand for the power level of the jamming signal is smaller than in the case of deterministic interference link between the LM and SR. Further, the successful eavesdropping probability of the non-deterministic interference channel outperforms the one of the deterministic interference channel.
